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Introduction

ActiveCloud Board Configuration is a Windows application designed to configure the network settings of the
ActiveCloud LAN board.

To use ActiveCloud Board Configuration, the PC running the application and the ActiveCloud board, must be
connected to the same LAN. Alternatively, the PC can be connected via WiFi to the WiFi network provided by
the ActiveCloud board.

The primary network interface of the ActiveCloud board is Ethernet. By default, the board is factory-
configured to obtain an IP address automatically using DHCP. If no Ethernet cable is connected and the
board's WiFi network has not yet been configured, the board starts in Access Point mode.

In this case, connect the PC to the WiFi network provided by the ActiveCloud board using the following
credentials:

e SSID: ActiveCloud-######, where ###### is the board serial number (e.g., ActiveCloud-000101).
e Password: the board serial number followed by the authorization key (e.g., 000101ABCXYZ).

This information is printed on the label attached to the LAN board as Unit ID (.. ACTIVE
and AuthKey. A CLOUD

unit ID: @e8118
AuthKey: ABCXYZ

Once the board and the PC are connected to the same network, LAN or WiFi, e
run the ActiveCloud Board Configuration application to configure the board. Fassword: oaLpARCNZ

Board Discovery

When the application starts, it automatically searches the local network for all available ActiveCloud boards.
The detected boards are listed in the left panel, identified by their Unit ID and IP address. The right panel
displays in the text boxes Unit ID and Firmware Version of the selected board.

Q\‘ ActiveCloud Board Configuration — > | Q\. ActiveCloud Board Configuration — *
P address [ R [PVEEEl 152 168.2.250
h |
Devices Device Devices Device
Unit 1D Firmware Wersion [% 001307 [192.168.2.250] Unit ID 001807  Firmware Version 143

| Read || Reboot | | Update | [RSSI l| | | | Read || Reboot | | Update | [ RSSI ]

(A ActiveCloud Board Configuration *

Secanning... -

Found 1 devicelz)

Version 1.4.8 by ActiveCloud ActiveCloud Version 1.4.8 by ActiveCloud ActiveCloud
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Click Scan to perform a new search and refresh the list of detected ActiveCloud boards. While the application
is scanning, click the close icon in the scanning window or press ESC to stop the search.

If you already know the IP address of the board, you can enter it in the IP address text box in the top-right
corner and click Connect.

Application Controls and Functions

The following buttons provide access to the corresponding functions on the selected board:

Read: retrieves the network settings of the board (Ethernet and WiFi).
Reboot: requests a firmware reboot.

Update: performs a firmware update.

Reset: clears operative cloud credentials (reset registration).

RSSI: displays the received signal strength indicator (RSSI) of the board's WiFi connection.

To execute any of these functions, enter the board's authorization key (Auth Key as printed on the LAN board
label) when prompted and click OK. The authorization key is required only the first time.

| Q\\ ActiveCloud Board Configuration - X

Devices

L&] 001307 [192.168.2.250]

Device
Unit 1D 001807  Fimware Version  1.4.3

| Read || Reboot | | Update | [ RSSI il]

ActiveCloud Board Configuration

Authorization Key | [ Show

Version 1.4.8 by ActiveCloud

Configure Ethernet Settings

Click Read to retrieve the current network settings from the board. Enter the authorization key if required.

Select Obtain an IP address automatically (default) to allow the board to obtain an IP address automatically
from the router using DHCP.

Select Use the following IP address to configure a static IP address for the board. Enter the network IP
address, Netmask, Gateway, and DNS server in the corresponding text boxes. Then click Save to apply the
new settings.

Page 4




ActiveCloud Board Configuration Manual V2.0.3

A ActiveCloud Board Configuration - > (R ActiveCloud Board Configuration - *
=0 RN 152 168.2 250 ec o [N 152 1682 250
Devices Device Devices Device |
L% 001807 [192.168.2.250] Unit I 001807  Firmware Version ~ 1.4.3 (¥ 001807 [192.168.2.250] Unit IO 001807  Firmware Version ~ 1.4.3 |
[ Read ]| Reboot | | Lpdate | [RSSI 1] | | Read || Reboot | | Update | [ RSsI il
|
Network Settings Metwork Settings
Ethemet  \WiF | Ethemet \WiFi |
© Obtain an IP address automatically | (O Obtain an IP address automatically

() Use the following |P address | O Use the following |P address
IP address 192.168.2.100

etmas Metmask 255.255.255.0
Gateway 152.165.21 |

5 Server DNS Server  192.168.2.1

|

Version 1.4.8 by ActiveCloud

Version 1.4.8 by ActiveCloud

In the confirmation pop-up, click OK to confirm: the board will reboot automatically and the application will
automatically perform a new scan and reconnect to the board using its new network settings.

(A ActiveCloud Board Configuration = X
IP address
Devices Device | Devices Device
L+ 001807 [192.168.2.250] Unit 1D 001807  Fimware Version  1.4.3 : %] 001807 [192.168.2.100] Unit IO 001807  Fimware Version  1.4.3
| Read || Reboot | | Update | [ RSSI il] | Read || Reboot | [ Update | [ RSSI Lul]

Network Settings | etwork Settings
Ethemet wWiFi | ick R

ActiveCloud Board Configuration X

Metwork settings saved. Remove jumper JPZ, if installed.
The board will reboot to apply the changes. |

Version 1.4.8 by ActiveCloud ActiveC Wersion 1.4.8 by ActiveCloud

Configure WiFi Settings

After retrieving current network settings, select the WiFi tab to view and configure the board's WiFi settings.
The board automatically scans for Wi-Fi networks and retrieves the current Wi-Fi settings.
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A ActiveCloud Board Configuration - > (R ActiveCloud Board Configuration - *
[laE=0 RN 152 168.2.100 L Sca [0 152 168.2.100
Devices Device | Devices Device
L% 001807 [192.168.2.100] Unit 1D 001807  Fimware Version 143 (¥ 001807 [192.168.2.100] Unit ID 001807  Firmware Version 143
| Read || Reboot | | Update | [RSSI ] | Read || Reboot | | Update | [ RSsI il
Network Settings Metwork Settings
Ethemet WiF Ethemst WViFi
[ M=o ] B Enable |
] ‘ ssip (I v ‘
® Please wait while completing cumrent operation...
..,.. | Password eeesssssse [ Show
O T T T oSS STy | © Cbtain an IP address automatically
(O Use the following |P address | (O Use the following IP address

Version 1.4.8 by ActiveCloud Version 1.4.8 by ActiveCloud

Enter the SSID of the WiFi network you want the board to connect to, or select it from the dropdown box,
and enter the Password of the specified network to configure the new WiFi settings.

Select Obtain an IP address automatically to allow the board to obtain an IP address from the router using
DHCP. Alternatively select Use the following IP address to configure a static IP address. Enter the network IP
address, Netmask, Gateway, and DNS server in the corresponding text boxes.

A ActiveCloud Board Configuration - > (R ActiveCloud Board Configuration - *
[laE=0 RN 152 168.2.100 : [0 152 168.2.100
| | Devices Device | Devices Device
| L% 001807 [192.168.2.100] Unit 1D 001807  Fimware Version 143 | [% 001807 [132.168.2.100] Unit ID 001807  Firmware Version 143
| () ()
| | Read || Reboot | | Update | [RSSI ] ‘ | Read || Reboot | | Update | [ RSsI il
|
Network Settings | Metwork Settings
f Ethemet WiFi | Bthemet WiFi
® Enable | @ Enable |
551D | e | SSID My WiFi Network w ‘
Password Home | Password eeesssssee [ Show
_ |all Office 1 | ) _
© Obtain L Office 2 | © Obtain an IP address automatically
(O Usethd | WiFi-Guest 1 b (O Usethe following IP address
P addreall WiFi-Guest 2 | P address |
| WiFi-Hall | -
i - .1l WiFi-Outdoor | e |
| Sateway [all My WiFi Network ‘ ‘

Version 1.4.8 by ActiveCloud Version 1.4.8 by ActiveCloud

Please note: to completely disable the board's WiFi interface, deselect the Enable checkbox.
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Click Save to apply the settings, then follow instructions in the popup window:
e turn off the device.
e Disconnect the Ethernet cable as an active Ethernet connection prevents WiFi from starting;
e Turn on the device;

Make sure that both the PC and the board are connected to the same WiFi network, then click OK. The
application will automatically perform a new scan and reconnect to the board using the new WiFi settings

(A ActiveCloud Board Configuration - *

(LR 152.168.2.100

Devices Device

L% 001807 [192.168.2.100] Unit ID 001807  Fimware Version  1.4.3

| Read || Reboot | | Update | [ RSSI ]

- —
ActiveCloud Board Configuration x

| Metwork settings saved. To apply changes and enable Wi-Fi:
-Turn off the device.
- Disconnect the Ethernet cable,
- Remove jumper JF2, if installed.
-Turn on the device,
- Connect your PC to the same Wi-Fi network configured
on the device,

Onece completed, click OK: the application will automatically
perform a new scan to detect the device,

Version 1.4.8 ActiveCloud

WiFi Signal Strength

Click RSSI to display the signal strength of the board’s WiFi connection. The RSSI value is displayed on the
RSSI button and updated in real time. Click the button again to stop the update.

(R ActiveCloud Board Configuration - X (A ActiveCloud Board Configuration - X
[[=Te s =T 197 162.2.100 Ci = IREGG IR 152.168.24.179
Devices Device Devices Dievice
L% 001807 [152.163.2.100] Unit ID 001807  Fimware Version ~ 1.4.3 [5-] 001807 [192.168.24.179] Unit ID 001807 Fimware Version 143

| Read || Reboct | | Upcate | | RSSI il | Read || Reboot | | Update | | 538 i ]

MNetwork Settings

Bthemet WiFi e
B Enable

SsID My WiFi Netwaork ~ ‘

Password esesssssss [ Show

©Q Obtain an IP address automatically
() Use the following IP address
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Reset Network Settings

Click Default in the network settings panel to reset Ethernet and WiFi settings to default values: obtain an IP
address automatically for Ethernet, and WiFi not configured but enabled. Click OK in the pop-up window: the
application will automatically perform a new scan and reconnect to the board using its default settings.

(A ActiveCloud Board Configuration - * . (R ActiveCloud Board Configuration - x .
IF address = IP address
Devices Device Devices Device
L%/ 001807 [192.168.2.100] Unit I 001807  Fimware Version  1.4.3 L] 001807 [192.168.2.100] Unit ID 001807  Fimware Version 143
| Read || Reboot | | Update | [ RSSI ] | Read || Reboot | [ Update | [ RSsI ]

Network Settings Metwork Settings

(O Obtain an IP address automatically ) T T T
ActiveCloud Board Configuration *
O Use the following |P address | |

IP address 192.168.2.100
R | Metwork and WiFi will be reset to factory settings. Press OK to confirm, |
Netmask 255.255.255.0 | |

Gateway 152.169.2.1 | |
AN e ] |||

DNS Server  152.168.2.1

Version 1.4.8 by ActiveCloud Version 1.4.8 by ActiveCloud

Reboot

Click Reboot and press OK in the pop-up window to confirm the board reboot. Wait for the application to
automatically scan for available devices and establish a new connection with the board.

(A ActiveCloud Board Configuration — x

(IR 152 168 2. 250

Devices Device

%] 001307 [192.168.2.250]

Unit ID 001807 Firmware Version 143

| Read || Reboot | | Update | | RSSI |

ActiveCloud Board Configuration 2 |
|

The board will be rebooted now.
Press OK to confirm,
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Reset Cloud Registration

Click Reset and press OK in the pop-up window to confirm the reset of the Cloud registration. This function
is available only for firmware version 1.2.3 or later. If the board is registered to the Cloud, this command
removes its Cloud credentials and after rebooting, the board is ready to be registered again.

Q\h ActiveCloud Board Configuration = X

(L LIS 152168 24112

Devices Device

1&] 000211 [152.168.24.112)

Unit ID 000211  Firmware Version V5 169

| Read | [ Reboot | | Update | [ RSSI il

Network Settings

Ethemet  WiFi

ActiveCloud Board Configuration L

Eoard Cloud credentials will be reset now.
Press OK to confirm.

Version 1.4.8 by ActiveCloud

Please note: this command only affects the board and does not unregister it from the Cloud. Before
registering the board again, you must first remove it from the Cloud.

Firmware Update

Click Update to update the firmware of the ActiveCloud board. In the dialog box, browse to the firmware file
on your PC (using the “.acb” format for official release or optionally in “.bin” format for unofficial/hotfix
release), select it and click Open.

& Open X
“ N > Desktop > ActiveCloud > Firmware i G Search Firmware ra
Organize v New folder =- 0 0

~
v @ Desktop Name Date modified Type Size
~ ActiveCloud ‘ D firmware_1.4.3.ach 22/03/2023 11:02 ACB File 1.014 KB|

Firmware | |

» = Documents

> & Downloads

> ) Music
> N Pictures
> [ Videos
File name: | firmware_14.3.acb | ActiveCloud Binary (ac)

A pop-up window displays the official release notes (only for “.acbh” format) for the new firmware version.
Click OK to confirm the firmware update and wait for the firmware to be uploaded. A progress bar shows the
upload progress as a percentage.
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lf ActiveCloud Board Configuration

- x (A ActiveCloud Board Configuration

(LR 152.168.2.250

Connect
Device Device

Unit ID 001807  Fimware Version  1.4.3

Unit ID 001807 Fimware Version  1.4.3

| Read || Reboot | [ Update | [ RSSI il

| Read || Reboot | [ Update | [ RSSI ]

Reset M2M
*

|
ActiveCloud Board Configuration e e

## Release 1.5.24 - ActivelAN ##

ﬁ ActiveCloud Board Configuration
* Implement HTTF based APl with Digest authentication

* Implement HTTP(S) active notifications to custom endpoint
* Add machine log download capability

* General improvements and optimizations Updating... _

Press OK to confirm firmware update! Upload 32%

Version 1.4.8 by ActiveCloud

Version 1.4.8 by ActiveCloud

At the end, click OK in the result pop-up window to complete the update process.

'2\‘ ActiveCloud Board Configuration

= X

IP address  EEXRERRIEC

Device

Unit ID 001807  Fimware Version  1.4.3

| Read || Reboot | [ Update || RSSI il

Active Cloud Board Configuration 3
|

o Firmware updated!

Version 1.4.8 by ActiveCloud

Please note: sometimes, the update process may end with an error message indicating that the transfer was
not completed successfully, even though the progress bar has reached 100%.

Perform a new device scan and check whether the firmware version has been updated. If the displayed
version is still the same as before the update, repeat the update procedure. Using a wired network
connection or a fast and stable wireless connection may improve the success rate of the update procedure.

Page 10




ActiveCloud Board Configuration Manual V2.0.3

Machine-to-Machine

Available Firmware Options

By default, the ActiveCloud board is factory-configured to connect the fogging machine to the ActiveCloud
platform, which provides the Cloud services required to manage the machine remotely, including
registration, status monitoring, and command execution.

However, the ActiveCloud board can also be used with other management systems. Depending on the
firmware installed on the board, the machine can communicate with an external system using different
communication methods and protocols. These Machine-to-Machine (M2M) firmware variants are intended
to allow the fogging machine to be integrated into third-party or customer-specific systems without
necessarily relying on the ActiveCloud management platform.

In addition to the standard firmware, the ActiveCloud board supports three main firmware variants,
introduced from version 1.5, each providing a different way of managing and communicating:

e Standard ActiveCloud: connects the machine to the ActiveCloud server and allows it to be managed
through the ActiveCloud platform. The firmware uses MQTT over TLS for communication. It can also
be configured to communicate with another server implementing the same MQTT protocol and
registration and operative mechanisms.

e Enhanced ActiveCloud M2M: is intended for integration with an external management system using
the MQTT protocol. It provides enhanced configuration options than the standard firmware.

e ActiveLAN / HTTP M2M: is intended for integration with an external management system using the
HTTP protocol and can optionally provide push notifications.

e ActiveServer: provides a web-based interface that allows the machine to be managed directly from
a browser by a PC or smart device on the same LAN. It is also compatible with the ActiveServer
Manager application for Windows.

Firmware variants are identified by their prefix to the firmware version:
e Standard ActiveCloud firmware has no prefix (e.g., 1.4.3).
e Machine-to-Machine MQTT firmware uses the MM prefix (e.g., MM-1.5.27).
e Machine-to-Machine HTTP firmware uses the HT prefix (e.g., HT-1.5.24).
e ActiveServer firmware uses the WI prefix (e.g., WI-1.5.19).

The following sections describe the characteristics and configuration options of each firmware variant in
more detail, except for the WI - ActiveServer firmware, that supports the HTTP protocol and does not have
additional configuration settings for the Machine-to-Machine.

Standard ActiveCloud

The communication protocol used by the standard firmware is based on MQTT with TLS security. On
supported firmware versions, the standard firmware can be reconfigured to use a different MQTT server,
provided that the server implements the same protocol and registration mechanism as the ActiveCloud
server. Refer to the ActiveCloud MQTT Protocol document for detailed information on the MQTT protocol,
as well as the installation and operating procedures.

The standard ActiveCloud firmware provides the following MQTT configuration options:
e MAQTT install server address and port.
e MQTT operative server address and port.

e Root CA certificate used to validate the secure connection.
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Click M2M to open the M2M Custom Settings window. If the board has not yet been configured, click OK in
the pop-up window indicating that the settings are not configured.

Enter the Install Server address and port and Operative Server address and ports of your servers.

(A ActiveCloud Board Configuration = X (A ActiveCloud Board Configuration = X
9L R 152 168.2.250 o 7 [IJET I 157 168.2.250
Devices Device | |  Devices Device

Lo 001807 [192.168.2.250] UnitID 001807 Fimware Version  1.4.3 QITEEEERERREOE | Unt 1D 001807 Fimware Version 1473

| & M2M Custom Settings X
[ Read | [ Reboot | [ Update | [RSSI ] 1
File [
|

MQTT Settings  TLS Settings
ELWOrK Ettings Install Server
Active Cloud Board Configuration X lettings Address install mycloud com Port 8332

Operative Server

! ~ Mgtt M2M settings not set! Address operate mycloud com Port 8883

| | | Fead || Delete || Save |

Wersion 1.4.8 by ActiveCloud Wersion 1.4.8 by ActiveCloud

Open the TLS Settings tab and click Load to upload the server certificate from your PC. Click Save to save the
new settings. In the confirmation pop-up, click OK then reboot the board for the changes to take effect.

(A ActiveCloud Board Configuration - * (A ActiveCloud Board Configuration - *

(TR0 152.168.2.250 ([T == 152.168.2.250

Devices Device Devices Device

Unit 1D 001807  Fimwars Version  1.4.3 Unit 1D 001807 Firmwares Version 143

[ A M2M Custom Settings X ] [ & M2M Custom Settings e j
File | File |
| |
MQTT Settings  TLS Settings MQTT Settings  TLS Settings
Root CA (Public Certficate) | Root CA (Public Cedifieate)
— . . —
_____ BECIN CERTIFICATE———— — ActiveCloud Board Configuration X
MIIFP=CCLhyeghwIBAgIUDMWCETC4axUx2Ecy3RQDPIST | HIIFE;
BOAWL]ELMAkGA] UEBhMCSVOxD ] BMBgNVBAGMBT L 0¥ Hx! BQRWL
b2 cwIBoNMj AwNTAIMTHMON] [xWhgPNDel ODROMDExM=0: == cwI: Custom server parameters set.
Ak1UMO4wDAYDVQQI DAV IdEFse TEPMAOGAIUECGwWETV I zr1mny Please reboot for the changes to take effect!
SwOBAQEFAROCAGIAMIICCRCAGER]l aCS VS oYiiErLy: | SwiBE
pOgEECLxBEIASETRESFSTA0A/ 1eb4BxbWgqDntjNgiin PIgEE |
BaH%h0jZt510E35eTE00tmZoT+PEVyliwIpod7eX3EmEs BaH3h
ZtMOEQZUnDEnlalDJZFraENzR/mhEwtNzFge /NggSJrti | ZtHOE |
uad ECZ 9K/ Syl XENmFEvImROES+ZH1 aJIVEPACHICH 08 (uad EC Loy o P I NI BV IR UE ST I a0 L Ve FAECIUTT J U:
9IcfksZDWdezxhNx55235wodpws+8 3ME3JEITCA+bus s 9IcfksZDWdesxhNx552 85wodpwatd SHE3JEITCAttu/!

| | Read || Delete || Save I | | Read || Delete || Save I |

Version 1.4.8 by ActiveCloud
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In the M2M Custom Settings window:
e Click Read to retrieve or refresh the M2M settings from the board.

e Click Reset to clear the settings displayed in the text boxes. This does not delete the M2M settings
from the board; it only clears the values currently displayed in the window.

e Click Delete to delete the current M2M settings from the board. Click OK in the confirmation pop-
up, then reboot the board for the changes to take effect.

Q\‘ ActiveCloud Board Configuration — >
[ISELEIEEEN 157.168.2.250
Devices Device
[ loniany oo dea o oen | Lleit 10 AOAS0T | Cirrmusmen Uneicn 1 43
| (& M2M Custom Settings X
File

MQTT Settings  TLS Settings

Install Server
Gy ActiveCloud Board Configuration X
COpera

Addr  Custom server parameters removed.
Please reboot for the changes to take effect! —

[ Fead ][] [ seve |

Version 1.4.8 by ActiveCloud ActiveCloud

Enhanced ActiveCloud M2M

The Machine-to-Machine MQTT firmware provides enhanced configuration options compared with the
standard firmware. In particular, it allows you to specify not only the server addresses and ports, but also the
MQTT installation credentials (Client ID, Username, and Password), whereas the previous version could
only use the factory-programmed credentials provided by the manufacturer.

The new settings also allow the board to skip the registration phase and connect directly to the operational
server using the specified MQTT credentials. Another new feature is the option for server certificate pinning:
using its unique fingerprint only a server with a matching certificate is allowed to connect, useful when the
Root CA can issue other certificates to other entities or for purposes other than the configured MQTT server.

Make sure that prefix of firmware version is MM and click M2M to open the M2M Custom Settings window.
If no M2M custom settings are configured, click OK in the warning pop-up.

Enter the addresses and ports of your Install Server and Operative Server. If required by your system
configuration, select the Skip Install checkbox to allow the board to skip the registration phase and connect
directly to the Operative Server using the provided MQTT client credentials.

Open the TLS Settings tab and click Load upload the server certificate from your PC. Optionally, you can also
upload the Certificate Pinning (fingerprints) for the Install Server and Operative Server.
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A ActiveCloud Board Configuration - > (R ActiveCloud Board Configuration - *

(LI 152.168.2. 250

r -— Py N
Del (A M2M Custom Settings w | pd P M2M Custom Settings
9 g T Fie
File = | =
1 ] . - I
MQTT Settings  TLS Settings :| | MQTT Settings  TLS Settings :|

Install Server | Root CA (Public Certificate)

fdkess instal cloud local K 5563 MIIDazCCALOgAwIBAGIUBVEUCNZLOHANMSLOEZ SXmYT

BOMRTELMARCE ] TEBhMCOVIXE = ARBgNVEAGHCT HvEWTH
Cliert Credentials | EE1udEVybmy0 IFdpZSdpdHMgUHR S TEx 02 DA Ful YN Al

) ; - MTle:M{ [NTR 2aMET2Cz ATEgNVEAY TRk FUMRMWEQYDVOR:
iy ABL4AryaqZyDbR7EAUIG ¥ DVQOKDBh JbnRlcmS LdCBXaWRnaXRz IFB0e SEMAGD:
ROUAR4IEDwhAwggERRoIBAQChh 3 SESQ0FxSgwx LY hwHDS
D8fxCIlaTrhdghatLtfbRasSyETxgODWIEYWESBEPEFC;
YSVT4IVEKEGhYEyERGEE K+ £6En1+155uTwle/ CACK:
4RTW74bybxCuniVé4hnWa/ ab8 yBCZ1zz £2wdThS 3HFTol
20/ T1tIEpEMn Tp0xW1 3FT Zql 1OKE/ MwbweTk 2 MeKnh sl

Usemame FmdAPUXO1ZE2VVhD

Password G2t Kk DeBbl3yx8g B Show

[ Skip Install (mmediately Operative)

COperative Server |
Address Pot 8883

operate cloud local

Certificate Pinning (Fingerprint)

install Server [ SBADF2F2E605BFABEC33B1 | | Load... |

Operative Server |9B4DF2F2E605BFASEC3IBT || Load.. |

| Read || Delete || Save | | | Read || Delete || Save |

Version 1.4.8 by ActiveCloud Version 1.4.8 by ActiveCloud

Click Save to save the new settings. In the confirmation pop-up click OK then reboot the board for the changes
to take effect. Please note that after rebooting, the firmware ignores invalid M2M settings.

Click Read to retrieve or refresh the M2M settings from the board or Reset to clear the settings displayed in
the text boxes. Click Delete to delete the current M2M settings from the board: click OK in the confirmation
pop-up, then reboot the board for the changes to take effect.

(A ActiveCloud Board Configuration - > (R ActiveCloud Board Configuration - *

(L0 R 152 168.2. 250

(LI 152.168.2. 250

(A M2M Custom Settings | A M2M Custom Settings

T File © File
| — 0 |1 I
| MQTT Settings  TLS Settings :| | MGTT Settings  TLS Settings
| |
— . | |
| Roct CA (Public Certificate) | | Install Server |
————— BEGIN CERTIFICATE-———- Address install.cloud local Port 8883
MIIDa=zCCR1OgRwIBAgGIU=BVEUONZ 1OH2ZNMs LO£Z 8XmYE
E,Qm:RI:L.M.akc-m.u:BhMCQ'JstzA_?EngEAgHmm:bﬂm. Client Credantials
CEludEVybmV0IFdpZ GdpdHMgUHRS IEx0 ZDAe Fwl i Al
MT kM UxNTRaMETxCz L JEgNVEL Y TA k FUMAMWEQYDVQQ! Client 11 . 3
meT T | ActiveCloud Board Configuration *
| 2 3 [ |
2.0u] ActiveCloud Board Configuration o 1o Usemna
Ds%] o |
yov| 4] Passwo Custom server parameters removed.
4o Custom server parameters set. ol 1] | Please reboot for the changes to take effect!
| Please reboot for the changes to take effect! | | |
B0/ i3 () Skin

| | | Operatiy -DK
D Addres!

Certificate Pinning {Fingerprint)

install Server | 9B4DF2F2EGUSBFABEC33B1 | | Load... |

Operative Server |9BADF2F2EGOSBFASEC33BT || Load... |

| Read || Delete || Save | | | Read || Delete || Save |

Version 1.4.8 by ActiveCloud Version 1.4.8 by ActiveCloud
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ActiveLAN / HTTP M2M

The Machine-to-Machine HTTP or ActiveLAN firmware allows the device to be integrated with an external
management system using the HTTP protocol. The integration provides a notification mechanism that allows
the fog machine to automatically notify the external management system when its internal status changes.

The fog machine sends a notification whenever one of its internal supported status variables changes. Each
notification is sent as an HTTP GET or POST request, depending on the configured settings. Refer to the
ActiveCloud MQTT Protocol document for a complete list of supported status variables.

The M2M Custom settings allow you to configure the communication protocol (HTTP or HTTPS), the address
and port of the external server, and the username and password for HTTP Basic Authentication, if required.
You can also define the request method (GET or POST), the content type (for POST requests) and the request
template: the request body for POST requests and the query string for GET requests.

To configure the notification settings, click M2M to open the M2M Custom Settings window. If the board has
not yet been configured, click OK in the pop-up window indicating that the settings are not configured.

In the Notification Server section select the server protocol (HTTP or HTTPS), enter the server address and
port and the request URL. If required by the server enter the username and password for the HTTP Basic
Authentication (the only authentication supported).

In the Request Settings section select the request type (GET or POST).

For POST requests, select the content type from the following options: text/plain, application/json,
application/xml, and application/octet-stream. You can also specify a custom content type.

(A  Actiuatlond Baard Canfinneation = X A ActiveCloud Board Configuration. =2 X
(A M2M Custom Settings X (A M2M Custom Settings X
|: File EI I: File EI
O HTTP Settings D HTTP Settings
¢ : 9
I Active Neotffications — : Active Notifications -_
. [ | |
| Template - Device Type ~ | ,:I | Template - Device Type e | :I
| | | )
|
Netification Server Notification Server
Protocol © HTTP (D HTTPS Protocol O HTTP O HTTPS
Address server-address local Port 18080 Pddress server-address local Port 18080
URL Path fgon URL Path Ason
Usemams MyLSemames Usemame MyLsemame
Password sssssesien [ Show | Passwaord mypassword @ Show
Reguest Settings Request Settings
Method O GET © rOST | Method O GET (+]
Mime Type Mime Type  |application.json v
POST Body POST Body {
"zerial_num":"(zeral)",
application//octet-stream "event":"[name]".
[ ~ value""(value)”
13

| Read || Delete || Save |

'E | Fead || Delete || Save |g

In the POST Body field, enter a template that matches the selected content type. The template can contain
the following special placeholders, enclosed in parentheses:

e (serial) : the device serial number.

e (name) : the name of the status variable.
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e (value) : the new value of the status variable.

When sending the notification, the device automatically replaces these placeholders. For example, for the
application/json content type, you can use the following request template:

{
“serial_num": "(serial)",
"event": "(name)",
"value": "(value)"

}

If, for example, the arm status variable of the device with serial number 000101 changes from 0 to 1, the
device sends a POST request with the following body:

"serial_ num": "000101",
"event": "arm",
”Value”: 111 n

Please note: the application provides some predefined type and template for POST requests. From the
dropdown list, select a predefined template among JSON, XML and TEXT PLAIN. The application
automatically fills in the request method, content type, and request template.

[/ T SRS S = % (A ActiuaClond Baard Confiauration — X
Q\‘ M2M Custom Settings X f:f\‘ M2M Custom Settings X
E File u File
D¢ HTTP Settings | | /Dy HTTP Settings
9 Active Notifications g

= Active Notifications
:I Template - Device Type |v
Motification Server

JSON ’
Motification Server TEXT PLAIN
Protacal © HTTP (O HTTPS

Protocol © HTTP (O HTTPS

Template - Device Type

I

Address Port

Address Port
URL Path fjson URL Path Sl
Usemame Usemame
Password () Show Password [ Show

Request Settings Request Settings

Method O GET © rOST | Method O GET O POST
Mime Type |applicationﬂson ~ | Mime Type |applicationfxrnl ~
POST Body {

POST Body  <svent:
from>(serial)<from>
<name>{namej</names
<values{value)< values

<fevent>

"serial_num":"(zerial)",
"event":"[name)",

"value":"(value)" |

\ ' | Read || Delete || Save |

For GET requests, enter the request template in the GET Query field. The template can contain the same
special placeholders used for POST requests. When sending the notification, the device automatically
replaces these placeholders with their corresponding values (either strings or numbers).
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rb‘ ArtiiaCland Bazred Canfiauratinn —
(A M2M Custom Settings X

|: File

X

[*]

D HTTP Settings

9

Active Notifications

=10

Template - Device Type B |

Natification Server
Protocol ©Q HTTP () HTTPS

Address server-address local Port 13080

URL Path /path

Usemame myusemame

Password mypassword)| B Show

Request Settings
Method © GET (O POST

Mime Type | application.ml

GET Query  serial={serial)devent=name)dvalue=jvalue)

For example, you can use the following GET request template:
serial=(serial)&event=(name)&value=(value)

If, for example, the arm status variable of the device with serial number 000101 changes from 0 to 1, the
device sends a GET request with the following query string:

serial=000101&event=armé&value=1

Density Box

The ActiveCloud Board Configuration application also supports the configuration of the Density Box LAN
board, also called Density Gateway. The firmware version of a Density Box is identified by the GW prefix
(e.g. GW-1.0.3).

The Density Box LAN board implements local communication with Density Box BUS boards, also called
Density Bridge, over CAN bus. The fog machines are equipped with a BUS board, acting as a bridge to the
local CAN bus, while the LAN board itself act as a gateway from the local CAN bus to the Internet, providing
connectivity to the ActiveCloud platform for all the locally connected fog machines.

The Density Box has the same basic configuration options as the ActiveCloud board. The application allows
you to setup the Ethernet and WiFi interfaces. It also allows you to reboot the gateway, reset its ActiveCloud
registration, display the WiFi signal strength, and update its firmware.

Machine-to-Machine settings are not available for the Density Box firmware. In addition, the Density Box
gateway provides further configuration settings for its specific functions.

When the ActiveCloud Board Configuration application detects a Density Box gateway, it displays an
additional Gateway Config button, which provides access to its specific settings.
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A ActiveCloud Board Configuration - >

[F-LE RN 15216824 182

Devices Device

L%/ 000201 [192.168 24 182] ¢

Unit 1D 000201 Fimware Version GW 1.0.3

| Read || Reboot | | Update | [RSSI ]

| | Resat || Gateway Config |

Click the Gateway Config button to open the Gateway Configuration window. Refer to the Density Box
Manual for detailed information about configuring the Gateway and using the controls available in the
Gateway Configuration window.

(A Gateway Configuration X
File
Gateway Info and Status Partial Service Mode

Serial id: 000201 B Connected! Gateway blocked: ALL online units disamed!

Firmware version: GW 1.0.3 NOT connected to Cloud! |:|
u Unbiock

. Registered to Cloud!

Groups
All Devices - Group Z Group A Group B

Serial ld Am Empty Emor Tamper Ready Shooting

Group C Group D
Digital Input Corfiguration and Status Digital Output Configuration and Status
Group Signal Group Signal Mode

Input 1 am l:‘ o Output 1 empty all l:‘ QOFF
Input 2 am D o Output 2 empty all D QOFF
Input 3 am D o Output 3 empty all D QOFF

Input 4 [None am Clov  Oupu 4 empty al [JorF
Input 5 [None am [Jov  Ouputs empty al [Jorr

Input 6 am Clov  Ouputs empty al [Jore

] MC: OV open active - 12V NOT active
block, shot and IN1 always NO
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